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POPULAR STANDARDS

ISO/IEC 27001
INFORMATION SECURITY MANAGEMENT

When it comes to keeping information assets secure, organizations can
rely on the ISO/IEC 27000 family.

MANAGEMENT SYSTEM
STANDARDS

Prov

2022 Mddulo Security Solutions. Todos os direitos reservados

) MoDULO



ISO/IEC 27002:2022

controls

ABSTRACT | #review |

This document is design

to be used by organizations:

security management system (ISM5) based on ISO/IEC27001;
b) farImplementing Infarmatien security controls based on Intemationally recognized best practices;

¢} for developing organization-specific information security management guidelines,

GENERAL INFORMATION®

Status : @ Published Publication date : 2022-02
Corrected verslon (en) : 2022

Edition: 3 Number of pages: 152

Technical Committee : 150/ 1EC |TC 1/5C 27 Information security, cybersecurity and privacy prot:

This document provides a referance cet of generle Information securlty controls including implementation guidance.

Information security, cybersecurity and privacy protection — Information security

BUY THIS STANDARD
FORMAT LANGUAGE

" PDF+EPUB

POF + EPUIB « REDLINE

PAPER

CHF1 98 m
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Privacy Information Management

ISO/IEC 27701:2019

Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management — Requirements and guidelines

BUY THIS STANDARD

FORMAT LANGUAGE

ABSTRACT | reovem | o POF+EPUR

This document specifies requl t= and provides guidance for establishing, Implementing, maintalning and
Iy Imp a Privacy Informatian Manageme 45) In the form of an extension to IS0/ IEC 27001 FAPER
27 for privacy management within the con of the organization.

CHF178 m

within an 15M5.

GENERAL INFORMATION®
Stalus « @& Published Publication date : 201908
Edition : 1 Number of pages : 46

Technlcal Committee : {50/|EC JTC 1/5C 27 Informatlen security, cybersecuslty and privacy protection

ICS 2 35,030 1T Security
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CONTEXT ESTABLISHMENT

) I
ISO/IEC 27005:2018

Information technology — Security techniques —
Information security risk management

RISK ESTIMATION

AT

G
ING AND REVIEW

BUY THIS S T T
STANDARD =
: E RISK EVALUATION d
ABSTRACT | rreview FORMAT  LANGUAGE =
]
This document provides guidelines for Information securlty risk B o s e
mansgemeant, e Assesamen! satisiactory
RED!
nanagemen PAFE glish

Knowledge of the concepts, models, processes and terminologles RISK TREATMENT

described In 1S0/|EC 270401 and [SO/IEC 2700

complete understanding of this document. CHF 1 78

This document is applicable to all types of organizations {e.g.

" i m
ks that can compromise

RISK DECISION POINT 2
Treatmen! salistaciory

RISK ACCEPTANCE

GENERAL INFORMATION®

Status : @ Published Publication date : 2013-07

END OF FIRST OR SUBSEQUENT ITERATIONS
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Quantitative Risk Management
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Open FAIR™
Factor Analysis of Information Risk
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Open FAIR™ - ISO/IEC 27005 Cookbook

Context Establishment

Risk Assessment

CONTEXT ESTABLISHMENT

RISK ASSESSMENT

.
RISK ANALYSIS
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Figure 3: ISO/IEC 27005 — FAIR Integration Model

© 2022 Mdédulo Security Solutions. Todos os direitos reservados



g SETER iR o TR~ T  TE
= al !

Risk Reduction with Treatment Options
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Viewing CI5 Controls VB ... ~

@ l S . :::t';tr‘:\:zftof:'eturity'

Welcoming CIS Controls Version 8!
Learn about v8 creation, changes, updates in
resources and tools, and more.

Center for Internet Security

May 18, 2021

Proprietary
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Description — CIS Controls v7

@ 1 Inventory of Hardware

Inventory of Software

Continuous Vulnerability Management
Control of Admin Privileges

Maintenance and Analysis of Logs

2

3

4

5  Secure Configuration
6

7  Email and Browser Protections
B8

Malware Defenses

ﬂ Limitation of Ports and Protocols

10 Data Recovery

11 Security Configuration of Network Devices —

m Boundary Defense

13 Data Protection
14 Controlled Access Based on Need to Know
i I
Account Monitoring and Control
17  Security Awareness Training
18 Application Security

19 Incident Management
20  Penetration Testing

© 2022 Mddulo Security Solutions. Todos os direitos reservados
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u Description — CIS Controls v8

Inventory and Control of Enterprise Assets
Inventory and Control of Software Assets
Data Protection

Secure Configuration of Enterprise Assets and Software
Account Management

Access Control Management

Continuous Vulnerability Management
Audit Log Management

Email and Web Browser Protections
Malware Defenses

Data Recovery

Network Infrastructure Management
Network Monitoring and Defense

Security Awareness and Skills Training
Service Provider Management

Application Software Security

Incident Response Management
Penetration Testing
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Critical Security Controls v8

e®®8¢
Controls

©
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@ CIS Controls
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Safeguards
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Top 18 Controls

Inventory and Inventory and
Control of Control of Data
Enterprise Assets Software Assets Protection

Secure Configuration
of Enterprise Assets Account Access Control
and Software Management Management

Continuous Email and
Vulnerability Audit Log Web Browser
Management Management Protection

Malware Data Network
Defenses Recovery Infrastructure

Network
Monitoring Security Awareness Service Provider
and Defense and Skills Training Management

Applications Software Incident Response Penetration
Security Management Testing

) MoDULO
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CIS defines Implementation Group 1 as Basic Cyber Hygiene

GZIS Implementation Groups (IGs)

Proprietary

& LULL IVIVUUIVU DU LYy SUIULIVES. 1

[ IVERVERVITRUTS

1G 1 is the definition of basic cyber hygiene and
represents a minimum standard of information 56
security for all enterpnises. IG1 assists enterprises

with limited cybersecurity expertise thwart general, e Cullmen
non-targeted attacks. Safeguards

1G 2 assists enterprises managing IT infrastructure 74
of multiple departments with differing risk profiles.

IG2 aims to help enterprises cope with increased Additional
operational complexity. cyber defense

sensitive and confidential data. 1G3 aims to prevent and/for
lessen the impact of sophisticated attacks. cyber defense

e 153

Safeguards
IGSmmmmnmmmmm 23
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Sub Title Asset Type Implementation Group:

CIS Control 3 - Data Protection

Develop processes and technical controls to identify, cdassify, securely handle, retain, and dispose of data

o : Data Management Data i B i)
/] 32 and Maintain a Data Inventory Data i i [
33 C ceess Control Lists Data i @ ®
3.4 Ex e Data Retention Data & i ®
35 Securely Dispose of Data Data & 3 @
3.6 Encrypt Data on End-User Devices Devices & = [
=h and Maintain a Data Classification i
37 B Data 3 @
3.8 Document Data Flows Data [} 5]
3.9 Encrypt Data on Removable Media Data & @
310 Encrypt Sensitive Data In Transit Data ] &
n Encrypt Sensitive Data at Rest Data @
3.12 Network L &
313 Deploy a Data Loss Prevention Solution Data ®
3.14 Log Sensitive Data Access Data .
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CIS v8 in portuguese

@5 oot fecurity

Reconhecimento

Controles CIS
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CIS RAM (Risk Assessment Method)

Politica Definida?

1 - Mio existe Politica

2 - Politica informal

3 - Politica parcialmente escrita

4 - Palitica escrita

5 - Palitica escrita aprovada
Desconhecido / Mo se enguadra
Mi&

-

ors A
[' (_. lb Icrrme?se(urllv'

CIS RAM v2]

Controle Implementado?

1 - Ndo Implemeniado

2 - Partes da Politica implementadas

3 - Implemeniado em alguns sistemas

4 - Implementado na maioria dos sistemas
5 - Implementado em todos os sistemas
Desconhecido / Nao se enquadra

MNi&

2022 Mddulo Security Solutions. Todos os direitos reservados

Controle Automatizado?

1- Nio automalizado

2 - Parles da Politica automalizadas

3 - Automatizado em alguns sistemas

4 - Automatizado na maiona dos sistemas
5 - Automatizado em todos os sistemas
Desconhecido / Nio se enquadra

MiA

Controle Reportado?

1 - Mao reportado

2 - Partes da Politica reportadas

3 - Reportado para alguns sistemas

4 - Reportado para maioria dos sistemas
5 - Reportado para lodos os sisiemas
Desconhecido / Nao se enguadra

MIA
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Privacy Law

GUIA DE BOAS PRATICAS

LGPD

Relatorio de Impacto a
Protecdo de Dados Pessoais

Setembro d

&) MmobuLo
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Accountability
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GDPR Violations

Violation
. Insufficient legal basis for data processing

Mon-compliance with general data processing principles

Insufficient technical and organisational measures to ensure information security

Insufficient fulfilment of data subjects rights

. Insufficient fulfilment of information obligations

. Insufficient cooperation with supervisory authority
Insufficient fulfilment of data breach notification obligations
Insufficient invalvement of data protection officer
Insufficient data processing agreement
Unknown

Insuffcient fulfilment of data subject rights

Number of Fines
403 (with total £ 447 383,631)
257 (with total £ 825,250,574)

228 (with total € 100,606,719)

110 (with total € 17,748,370)
99 (with total £ 235,798 875)
50 {with total € 296,129)

23 (with total £ 1,482,501
12 {with total € 350,600)

8 (with total € 1,048,080}

6 (with total £ 22,704,400)

3 (with total € 89,000)
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ber ~ Newsletter
c}':security .
Cybersecurity e Boas

Praticas

Atualidades, tendéncias e boas praticas em seguranca
cibernética, privacidade, gestao de riscos e compliance

| Ue Alberto Bastos Publicada semanalmenie
J CEQ & CTO na Modulo Security Solutions 5.381 assinantes
) MoDULO
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Thank you!

Alberto Bastos, cissp, CDPSE, CGEIT, CRISC, GRCP, MCRM, MCS@
Founder & CEO Modulo Security
astos@modulo.com
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