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How much risk is 
acceptable when lives 

are in the balance?



Cyber threats 
know no limits.



We better rethink!



Nuclear reactor 
enclosure



Popular homes



Engineering objectives changes it all.

The greatest difference between the final build results is trustworthiness. 

The collapse of a house is acceptable under many circumstances – a violent tornado (EF5), for 
instance.

In the other hand, a collapsing nuclear reactor must resist not only heavy “acts of God”, but also 
acts of adversaries!

Essentially using the same types of resources…

But what happens when unknown unknows are in the play?



ICT, ICS, MIL, Med?

Item ICT (TIC) ICS (SCADA) MIL, Avionics Biomedical

Operation time 1 to 5 years 10 a 20 years 35+ 1 to 10

Attack impact Information assets Physical sites, limited 
kinetic damage, life 
threat.

Lethal, destruction of 
critical infrastructure

Life threat, lethal

Reversibility, 
contention

High Variable None None

Risk management 
strategy

Economic impact Economic impact, 
environmental, 
regulatory

Unacceptable risks, 
unknown unknowns

Economic impact, 
regulatory

Renew cycles Months, years Years, decades Months to multiple 
decades

Years

Development strategy TTM, features Resilience Survival, degraded 
operation 

Resilience, survival



Still…
Biomedical systems are developed with 

ICT methodologies



Quality cannot be 
added after a 

device is made
Must be there at the conception



Common medical device standards

Standard Name

ISO 13485 Medical devices — Quality management systems — Requirements for 
regulatory purposes

ISO 14791 Medical devices — Application of risk management to medical devices

IEC 62304 Medical device software — Software life cycle processes

IEC 80001-1 Safety, effectiveness and security in the implementation and use for 
connected medical devices or connected health software — Part 1: 
Application of risk management





Assurace Cases: Trustwortyness Enablers

AEP-67 
(Edition 1) 
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Figure 2-1  Assurance Case Framework 

Different disciplines use the same word with different meanings, especially terms such as 

“assurance,” “integrity,” and “dependability.” (See the glossary for definitions used in this guide.) 

For example, a system may be required to implement a function controlling hazardous processes. 

Yet that system may also include anti-tamper (AT) mechanisms that protect this function by 

destroying the element when it is tampered with. Developing an assurance case can reveal that the 

AT mechanisms would disable control of the hazardous processes, and aid in ensuring that both 

requirements are met (e.g., the AT mechanism would need to enable a safe shutdown process). 

2.1.1 Claims 

Claims identify the system’s critical requirements for assurance, including the maximum 

level of uncertainty permitted for them. A claim must be a clear statement that can be shown to be 

true or false–not an action.  Claims should be precise and clear to the relevant stakeholders. 

Claims may be initially identified during the requirements identification process, by contract, or 

by other means. Claims are often initially identified by stakeholders including users, suppliers, 

and system integrators.  

Claims are usually rendered into sub-claims to help simplify the argument or evidence needed 

to support the claim (see Figure 2-2). For example, a claim might be that “unauthorized users 

cannot gain control over the system”; this claim might be subdivided into sub-claims that such 

control cannot be gained physically, through a network, through subversion of a system element’s 

supply chain, or by social engineering. Claims might be subdivided by normal and off-normal 

functionality, or by different portions of the architecture. 
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Assurance case benefits

Makes clear to the R&D team 
what business logic and cyber 

security properties to be 
achieved, to what degree of 

certainty

Allows for degraded operation 
of non vital features

Handle unknow unknowns 
naturally – just revaluate the 

assurance three

Can handle both stochastic 
(“acts of God”) and adversarial 

events 

Risk analysis and Assurance 
Cases are different sides of the 
same coin. Risk analysis allows 

for concentrating efforts in 
know issues. Assurance Case 
helps designing the solution.
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