


How much risk is
acceptable when lives
are in the balance?
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We better rethink!
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ICT, ICS, MIL, Med?

Item ICT (TIC) ICS (SCADA) MIL, Avionics Biomedical
Operation time 1to 5 years 10 a 20 years 35+ 1to 10
Attack impact Information assets Physical sites, limited Lethal, destruction of  Life threat, lethal
kinetic damage, life critical infrastructure
threat.
Reversibility, High Variable None None
contention
Risk management Economic impact Economic impact, Unacceptable risks, Economic impact,
strategy environmental, unknown unknowns regulatory
regulatory
Renew cycles Months, years Years, decades Months to multiple Years

decades

Development strategy TTM, features

Resilience

Survival, degraded
operation

Resilience, survival




Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for
you.

20% complete

For more information about this issue and possible fixes, visit https://www.windows.com/stopcode
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f you call a support person, give them this info:

Stop code: CRITICAL PROCESS DIED

Biomedical systems are developed with
ICT methodologies
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Quality cannot be
added after a
device is made

Must be there at the conception




Common medical device standards

Standard Name

ISO 13485 Medical devices — Quality management systems — Requirements for
regulatory purposes

ISO 14791 Medical devices — Application of risk management to medical devices

IEC 62304 Medical device software — Software life cycle processes

IEC 80001-1 Safety, effectiveness and security in the implementation and use for
connected medical devices or connected health software — Part 1:
Application of risk management







Assurace Cases: Trustwortyness Enablers

Sub-claim Sub-claim Sub-claim




Makes clear to the R&D team
what business logic and cyber
security properties to be
achieved, to what degree of
certainty

Can handle both stochastic
(“acts of God”) and adversarial
events

Allows for degraded operation
of non vital features

Handle unknow unknowns
naturally — just revaluate the
assurance three

Risk analysis and Assurance
Cases are different sides of the
same coin. Risk analysis allows

for concentrating efforts in

know issues. Assurance Case
helps designing the solution.



QA

Dr. Roberto Gallo

<gallo@kryptus.com>



